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NTT Contact Details 

We welcome any enquiries regarding this document, its content, structure, or scope. Please contact: 

Bob Gordon – Services Product Portfolio Director, Security  

Phone: +1 203 446 4942 

NTT Limited 

 bob.gordon@global.ntt 

Confidentiality 

This document contains confidential and proprietary information of NTT Limited ('NTT'). {ClientFull} ('{Client}') may not 

disclose the confidential information contained herein to any third party without the written consent of NTT, save that 

{Client} may disclose the contents of this document to those of its agents, principals, representatives, consultants or 

employees who need to know its contents for the purpose of {Client}’s evaluation of the document. {Client} agrees to 

inform such persons of the confidential nature of this document and to obtain their agreement to preserve its 

confidentiality to the same extent as {Client}. As a condition of receiving this document, {Client} agrees to treat the 

confidential information contained herein with at least the same level of care as it takes with respect to its own 

confidential information, but in no event with less than reasonable care. This confidentiality statement shall be binding on 

the parties for a period of five (5) years from the issue date stated on the front cover unless superseded by 

confidentiality provisions detailed in a subsequent agreement. 

Terms and conditions 

This document is valid until October 1, 2021 and, in the absence of any other written agreement between the parties, 

NTT and {Client} acknowledge and agree is subject to NTT’s standard terms and conditions which are available on 

request. NTT reserves the right to vary the terms of this document in response to changes to the specifications or 

information made available by {Client}. Submission of this document by NTT in no way conveys any right, title, interest, 

or license in any intellectual property rights (including but not limited to patents, copyrights, trade secrets or trademarks) 

contained herein. All rights are reserved. 

NTT does not assume liability for any errors or omissions in the content of this document or any referenced or 

associated third party document, including, but not limited to, typographical errors, inaccuracies, or out-dated 

information. This document and all information within it are provided on an 'as is' basis without any warranties of any 

kind, express or implied. Any communication required or permitted in terms of this document shall be valid and effective 

only if submitted in writing. 
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Service Description 

1.1. Overview 

Keeping web applications secure and meeting compliance requirements is a 

challenge that requires the right set of people, processes and technology. Our Web 

Application Firewall (WAF) as a Service, based on Imperva’s market leading Web 

Application Firewall, protects your applications in the cloud and on-premise. 

Depending on your needs, resources and in-house capabilities, we offer tailored 

service packages that varies from policy management to compliance monitoring 

and all the way to cyber threat detection with Security Analyst investigation and 

validation. 

While the Web Application Firewall protects your business critical web applications, 

the rest of the IT infrastructure and other online business critical applications are 

still subject to denial of service attacks. We offer Infrastructure DDoS protection of 

entire subnets or singe IP addresses based on Imperva’s global Infrastructure 

DDoS protection services.  

Both Web Application Firewall and Infrastructure DDoS are truly global cloud  based 

services without the need for additional infrastructure overlays . 

The Service contains two independent service features that can be selected 

separately or together:  

● Web Application Security  

● Infrastructure DDoS Protection  

The service features are available in packages called service variants.  Only one 

service variant may be selected and will apply to all service features.  

● Standard (Co-Management option available) 

● Enhanced (Co-Management option available) 

Co-Management is useful for clients with in-house skilled WAF or DDoS resources 

who are available during business hours and are comfortable with making changes 

themselves. In a Co-Management setup, you are allowed to make changes to the 

policies, configuration, view data and statistics. In the default management setup of 

the Standard and Enhanced service variants, you are provided with read only 

access and changes are performed by NTT after a change request has been raised 

by you.    

1.2. Standard Service Variant 

In the Standard service variant you leverage the selected Imperva features for 

protection of your web applications and infrastructure, while we provide Service 

Transition and policy management. We offer expertise, ensuring that the service 

features are configured to provide maximum protection of your websites and other 

critical infrastructure. 
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Service management tickets, including service requests, change requests and 

incidents are available in NTT’s Manage Center Portal , which is the main entry 

point to the Service. From Manage Centre you can access Imperva’s WAF as a 

Service Console via single sign on for information on security, performance, 

statistics and traffic.  

In the Standard service variant we do not ingest event notifications from Imperva 

into our ticketing system or any logs for compliance monitoring or cyber threat 

detection. These features are only available in the Enhanced service variant. That 

implies that in the Standard service variant, any notifications (set up during Service 

Transition or through change management) are sent to you directly from the 

Imperva WAF as a Service Console via email.  

If you require additional capabilities beyond the native Imperva features, such as 

detection of new and emerging web application threats or customized compliance 

monitoring you must subscribe to the Enhanced service variant.  

The Standard service variant provides: 

● 24/7 Security Operations Centre (SOC) coverage 

● Policy management and maintenance by experienced security engineers in 

NTT’s SOCs, supplemented by highly trained security experts as an extension of 

your own in-house IT team 

● Protection of critical online assets including networks, applications, individual 

IPs and DNS infrastructure - anywhere in the world, on premise or in the cloud 

(requires purchase of relevant protection licenses)  

● Load balancing and failover from the cloud, supporting your application/server 

availability deployed in hybrid cloud environments (requires purchase of relevant 

load balancing licenses) 

● Detailed real-time and historical views of the performance, security, 

configuration and availability of all websites, name servers and traffic managed 

by the Service  

● PCI-DSS compliance reporting 

1.3. Enhanced Service Variant 

The Enhanced service variant includes all the NTT and Imperva service features 

available in Standard, with the addition of our cyber threat detection and 

compliance monitoring capabilities - effectively reducing the noise, improving 

detection of web application threats and enabling customized compliance 

monitoring.  

In order to deliver cyber threat detection and compliance monitoring, event 

notifications and logs are collected by NTT from Imperva for further processing and 

validation. Data is collected from Imperva’s cloud into NTT’s cloud infrastructure 

without the need for any additional virtual o r physical infrastructure components.  

Cyber threat detection is delivered by analyzing WAF logs using NTT Advanced 

Analytics and Threat Intelligence supported by Security Analyst investigation, threat 
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hunting, and validation, resulting in detection of new and emerging threats against 

your web applications and removal of nearly all false positives as you are only 

notified of validated security incidents.  

The Enhanced service variant also includes additional compliance monitoring and 

reporting compared to Standard. While both service variants include native PCI 

reporting from Imperva, the Enhanced service variant provides extended 

compliance capabilities with the ability to customize business policy compliance 

rules and event notifications.  

The Enhanced service variant also provides additional options for raw log storage, 

enriched and aggregated log search, and correlation with Qualys vulnerability data 

(requires purchase of NTT’s Vulnerability Management Service).  

The Enhanced service variant provides (in addition to Standard): 

● Cyber threat detection enhanced by NTT Threat Intelligence 

● Advanced Analytics with proprietary machine learning and behavioral modelling 

● Security Analyst event driven threat hunting, investigation and validation of 

cyber threats 

● Validated cyber threat detection Security Incident Reports  

● Custom business policy compliance use cases and notifications  

● Raw log storage (option) 

● Extended log viewer for enriched and aggregated log search (option) 

● Correlation with Qualys vulnerability data (require NTT’s Vulnerability 

Management Service) 

1.4. Benefits 

The benefits of Web Application Firewall as a Service include:  

● Safeguarding your business by gaining complete visibility into activity across 

your web servers wherever they are deployed   

● Better protection of information assets to minimize any impact on business 

operations and reduce overall security risk  

● Enhanced risk management through effective incident management, incident 

escalation and rapid response to outbreaks by Security Engineers and Security 

Analysts using advanced SOC toolsets 

● Access to NTT’s SOCs for 24/7 engineering and incident lifecycle support  

● Improved ability to meet compliance requirements and pass audits  

● Content Delivery Network (CDN) and Content Optimization services, benefitting 

web servers with a 40-70% reduction in bandwidth consumption, and a 50% 

acceleration in website browsing 
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1.5. Service Matrix 

Web Application Security and Infrastructure DDoS Protection are available in 

tailored service packages called service variants. The selected service variant and 

options are formalized in a Record of Entitlement that forms part of your Managed 

Services Agreement.  

Service Features 
Service Variant 

Standard Enhanced  

Core Service Features 

● Hours of Operation (24x7) 

● Security Operations Centres (SOCs) 

● Client Portals 

● Language Support 

● Management Options 

  

WAFaaS Service Features 

● Policy Management   

● Cyber Threat Detection 

● Compliance Monitoring 
  

Client Notifications 

Automated Imperva Threat Event Notifications (email)   

Infrastructure DDoS Notifications (email, text, phone)   

NTT Analyst-created Security Incident Reports based on 

Detailed Investigation and Threat Hunting 
  

NTT Automated Compliance Monitoring Notifications   

Web Application Security 

Web Application Firewall   

WAF Policies   

Custom Rules   

Security Policies   

SSL Support   

Two-factor Authentication (Login Protect)   

Content Delivery Network (CDN)   

NTT Advanced Analytics   

NTT Threat Intelligence   
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Service Features 
Service Variant 

Standard Enhanced  

NTT Detailed Security Incident Investigation by Security Analyst   

Infrastructure DDoS Protection   

Always-on   

On-Demand   

Service Options 

Website DDoS Protection 

● Website DDoS Protection (upgrade to unlimited) 

● DNS DDoS Protection 

● Single IP DDoS Protection 

  

SIEM / Log Integration    1 

Attack Analytics   

Dedicated Network   

Load Balancing and Failover   

Investigator – Enriched and Aggregated Log Search (Option)   

Secure Long-Term Log Storage (Option)   

Vulnerability Correlation (Option)   

Service Transition 

Client Transition   

Service Management 

Service Level Management   

Service Desk   

Service Delivery Manager (SDM)   

MSS Technical Account Manager (Option)   

Table 1 – Service Matrix for Web Application Firewall as a Service (WAF as a Service) 

1.6. NTT’s Managed Security Services Portfolio 

The NTT portfolio of Managed Security Services (MSS) helps reduce the burden of 

constant and proactive network monitoring, advanced security analysis, and global 

 

1 Pre-requisite for the Enhanced service variant 
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intelligence correlation. All of NTT’s Managed Security Service offerings are 

powered by the NTT Global Managed Security Service Platform (GMSSP), 

combined with our proven combination of people, process and technology.   

 

Figure 1 – Global Managed Security Service Platform 

The MSS portfolio consists of:  

● Threat Detection Services.  The Threat Detection Services includes Standard 

and Enhanced service variants for advanced detection, investigation, and 

reporting of security incidents. 

● Enterprise Security Monitoring.  The Enterprise Security Monitoring Services 

includes Standard and Enhanced service variants for security monitoring of 

regulatory compliance, security best practices and business policy compliance.  

● Security Device Management Services.  The Security Device Management 

Services include Standard and Enhanced service variants for management of a 

broad range of security technologies. 

● Vulnerability Management.  The Vulnerability Management Services deliver 

customized vulnerability scanning with a variety of compliance and reporting 

options.  

● Web Application Firewall as a Service. The Web Application Firewall as a 

Service protects web applications against cyber threats and network and 

infrastructure against denial of service attacks.  
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Core Service Feature Descriptions 

2.1. Hours of Operation 

WAF as a Service is delivered through NTT’s Security Operation Centres, which 

operate 24 hours a day, 7 days a week.  

2.2. Security Operations Centres (SOCs) 

We will deliver the WAF as a Service from any of our SOCs, at our sole discretion. 

Your data may be stored in any of the SOCs and on NTT’s global infrastructure 

unless there is prior agreement and approval between NTT and you. 

You will be provided with the contact details of the relevant SOC during Service 

Transition. 

2.3. Client Portals 

You will have access to the following web-portals: 

● NTT’s Manage Center Portal 

● Imperva’s WAF as a Service Console 

In the Standard Management (default) set up, all user lists and rights are owned 

and managed by NTT for all portals. See 2.3.2 Imperva’s WAF as a Service 

Console and 2.5 Management Options for more information on Imperva’s WAF as a 

Service Console and Standard Management vs. Co-Management. 

2.3.1 NTT’s Manage Center Portal 

NTT’s Manage Centre is a globally available, web-based application which allows 

you to interact with, manage, and monitor the Managed Security Service.  

2.3.2 Imperva’s WAF as a Service Console 

This portal is only available for NTT’s WAF as a Service clients. 

The Imperva WAF as a Service Console is a globally available, web-based 

application which provides specific management, reporting and role-based access 

for the Service configuration and features for Web Application Security and 

Infrastructure DDoS Protection, including: 

● traffic 

● security 

● performance 

● real-time statistics 

We configure the Imperva WAF as a Service Console for you with all relevant 

Service information. 

An account is created for the nominated Service Administrator verified by you. 
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You can be assigned administrative or reviewer entitlements based on your 

Management Service deployment (Standard Management or Co-Management 

option). 

In the Standard Management (default) set up, you will be assigned a reviewer role 

(read-only).  

In a Co-Management set up, you can be assigned specific permissions to configure 

and manage the policy of the Service through Imperva’s WAF as a Service 

Console.  

In a Co-Management set up, specific conditions apply. For more information refer to 

2.5.2 Co-Management. 

2.4. Language Support  

WAF as a Service is provided in English only, unless there is prior agreement and 

approval between NTT and the Client. 

2.5. Management Options 

NTT offers two types of management for the Service configurations:  

● Standard Management (default)  

● Co-Management2 

The type of management is selected by you during Service Transition. 

2.5.1 Standard Management (Default) 

We maintain all configuration items in the Service.  

You will be provided with up to three (3) read-only accounts to access configuration 

items within scope. 

If you expect more read only accounts, we will create a read-only account via 

move, add, change, and delete (MACD) consumption.  

We will create one administrator account for you and will securely store the 

credentials. In the event of an emergency where we are unable to make a change 

or access the configuration items/management infrastructure, your nominated 

Service Administrator will be provided with the credentials and password.  

Each time you use the administrative account, we will reset the account with a new 

password.  

2.5.2 Co-Management 

Co-Management is available on request at no charge. NTT and the Client and/or its 

nominated third party and/or an NTT Group Operating Company have access to the 

 

2 Excludes Infrastructure DDoS Protection 
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in-scope configuration items with the ability to make updates and configuration item 

changes.  

In a Co-Management set up, you can be assigned a role in Imperva’s WAF as a 

Service Console and may configure and manage Web Application Security policies, 

configuration, view data and statistics.  

You will not be granted access to any configuration item that is not already included 

in the Record of Entitlement / contracted scope.  

Co-Management means that you are responsible for maintaining user accounts and 

rights in Imperva’s WAF as a Service Console. For more information, refer to 2.3 

Client Portals.  

Note: The Management options must be selected during the Service Transition 

“Planning” phase. You cannot change this selection after the Service “Staging” 

phase is complete. 

You acknowledge only appropriately trained and certified WAF engineers will be 

granted administrative account rights to perform changes in a co-managed 

environment. 

For the Co-Management option, specific conditions and responsibilities apply as 

outlined below:  

1. Co-Management is only available as an option when you have an 

appropriately trained, skilled, and certified WAF engineer. 

2. WAF configuration and policy changes can only be made by the specific 

Client engineer, outlined within the Transition Workbook or added by raising a 

service request via NTT’s Manage Center Portal.  

3. For us to provide effective support, you must: 

a. notify us at least 48 hours in advance of scheduling and scope of 

changes being made to avoid “lost transaction” or collision of change 

work; 

b. record all changes to be made via a Request for Change within NTT’s 

Manage Center Portal; and 

c. if applicable and upon completion, provide a report/status update from 

your internal change management process to ensure we are aware of 

all the changes occurring to the configuration items. 

You accept any exceptions that may arise due to a deviation from, or circumvention 

of, the processes described which may result in an unstable configuration(s) and 

Service. Accordingly, you release NTT from any liability resulting from outages, 

misconfigurations, exposures, loss of business, or other negative impacts directly 

related to changes implemented directly by you. 

The Co-Management option is not available for Infrastructure DDoS Protection. 
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WAF as a Service – Service Features 

The following service features are available in the WAF as a Service:  

Service Variant Web Application Security Infrastructure DDoS 

Protection 

● Standard 

● Enhanced 

 

● Web Application Firewall (WAF) 

● WAF policies 

● Custom Rules 

● Security Policies  

● SSL support 

● Two factor authentication 

● Content Delivery Network (CDN) 

● NTT Advanced Analytics 

● NTT Global Threat Intelligence 

● Security Analyst Investigation 

● Always-on 

● On-demand 

NTT’s Manage Centre Portal and Imperva’s WAF as a Service Console 

Table 2 – Service Matrix for Web Application Firewall as a Service (WAF as a Service) 

Selection of a service variant is mandatory and applies to all selected service 

features and options. 

Web Application Security and Infrastructure DDoS Protection can be purchased 

separately or together. 

3.1. Standard Service Variant 

The Standard service variant is best suited to clients who do not require additional 

threat detection capabilities or customization of compliance events than what is 

supported natively in the WAF. For more information about the native WAF 

functionality refer to 3.3 Web Application Security Service Features. 

The compliance and threat related security events generated by the WAF and 

Infrastructure DDoS Protection service features are not further processed by NTT.  

3.1.1 Policy Management 

We manage the policies and configurations of the Web Application Firewall and 

Infrastructure DDoS Protection service features and options.  

3.1.2 Client Notification 

You are notified directly from Imperva’s WAF as a Service Console via the e-mail 

address defined in the Transition Workbook. 

● Automated Imperva Threat Event Notifications (email)  

● Infrastructure DDoS Notifications (email, text, phone) 
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You may elect to receive automated email notifications from the following 

categories: 

● Website threats: receive notifications about threats that were detected on your 

site, such as Layer 7 (application layer) DDoS and backdoor threats. Security 

events are aggregated, and a notification email is sent at 5-minute intervals 

● Load balancing alerts: receive notifications when the failure scenarios for load 

balancing are met  

● Infrastructure DDoS alerts: receive notifications for the start and end of DDoS 

attacks against your protected networks 

3.1.3  Portal and Reporting 

● You will have access to Imperva’s WAF as a Service Console that includes 

access to the last 90 days of traffic, security, performance, and activity log 

● You will be able to receive a predefined PCI report on changes to your security 

rule configuration and compliance with PCI 6.6 requirements. The report is 

delivered via email (select between weekly, monthly or quarterly delivery)  

● You will have access to NTT’s Manage Centre portal for the Service 

Management service features 

● Imperva’s WAF as a Service Console is accessible via single sign on 

3.2. Enhanced Service Variant 

The Enhanced service variant is best suited to clients who require customization of 

compliance events and are looking for detection of advanced web application 

attacks that require Security Analyst investigation and validation. Clients who 

subscribe to the Enhanced service variant also benefit from correlation with other 

NTT Managed Security Services where applicable.  

In the Enhanced service variant, logs and events generated by the WAF service 

features are further processed by NTT as described in the following sections. 

Due to the nature of logs and events generated by Infrastructure DDoS Protection 

these are not applicable for cyber threat detection and compliance monitoring. For 

more information refer to 3.2.1 Compliance Monitoring Features in Enhanced and 

Error! Reference source not found.  Cyber Threat Detection Features in Enhanced. 

3.2.1 Compliance Monitoring Features in Enhanced 

In addition to the PCI-DSS reporting available from the Imperva WAF as a Service 

Console, NTT offers compliance monitoring with the ability to create custom 

business policy compliance rules.  

The service can report on the following categories of security incidents: 

● Regulatory Compliance. Events that indicate a deviation from a pre-defined 

baseline of a regulatory body’s definition of compliance controls 
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● Security Best Practices. Events that indicate a deviation from a pre-defined 

baseline of NTT’s definition of security best practices  

● Business Policy Compliance. Events that indicate a deviation from a pre-

defined baseline of an organization’s custom business policy compliance 

requirements 

Note: Customized rules/use cases for notification purposes are not available for 

Infrastructure DDoS Protection. In the event of infrastructure DDoS attacks, 

notification will be provided by the Service via methods requested in the Transition 

Workbook.  

Detailed information about NTT’s Compliance Monitoring capabilities are described 

in 3.3.11 Service DescriptionCompliance Monitoring (Enhanced) 

3.2.2 Cyber Threat Detection Features in Enhanced 

In the Enhanced service variation NTT offers cyber threat detection capabilities. 

Relevant logs are sent from the WAF to NTT for further analysis in NTT’s Threat 

Detection Engine using Advanced Analytics and Threat Intelligence.  

Suspicious activities detected by the Threat Detection Engine and all relevant 

contextual information are presented to a Security Analyst, who engages in threat 

hunting and threat validation activities to verify the threat and its impact, and to 

identify additional information associated with the potential breach. Once verified, 

the Security Analyst creates a detailed Security Incident Report and initiates 

security incident notifications defined in the Transition Workbook, providing a 

detailed description of the security incident combined with scenario-specific 

actionable response recommendations. These actions assist businesses in 

reducing the time to take informed, responsive measures, lowering associated 

risks. 

Detailed information about NTT’s Advanced Analytics, NTT’s Threat Intelligence 

and the importance of the Security Analyst are described in 3.3.8 Advanced 

Analytics, 3.3.9 Threat Intelligence  and 3.3.10 Detailed Security Incident 

Investigation by Security Analyst.  

3.2.3 Client Notification 

In addition to the notification options in the Standard service variant, The Enhanced 

service variant has additional notifications options for compliance monitoring and 

detection of cyber threats. You are notified based on your selection of supported 

notification options, including e-mail and phone calls for the following categories:  

● Analyst-created Security Incident Reports based on detailed investigation and 

Threat Hunting 

● Automated compliance monitoring notifications 

Additionally, tickets may be viewed in NTT’s Manage Centre Portal. 
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3.2.4 Portal and Reporting 

In addition to the Standard service variant portal and reporting capabilities ( refer to 

3.1.3 ) you have access to the following in NTT’s Manage Centre Portal: 

● Cyber threat detection and compliance monitoring events (last 90 days) 

● Cyber threat detection and compliance monitoring security incidents 

● Cyber threat detection and compliance reporting 

Development of custom reports in NTT’s Manage Centre Portal is not included as 

part of the Service. 

Note: All Clients will have access to Imperva’s WAF as a Service Console inclusive 

of options as per purchase order / contract.  

3.3. Web Application Security Service Features 

The Service provides PCI-DSS certified, cloud-based Web Application Security, 

through the implementation of a Web Application Firewall (WAF). The WAF will be 

used to secure key assets against known and emerging threats. The Service 

detection and mitigation capabilities covers web application attacks, including 

advanced bot attacks, web defacing, brute force attacks, sophisticated injections, 

and cross-site-scripting (XSS) site scraping.  

This service feature is priced on the number of web sites (domain / URLs) and total 

network bandwidth (for all sites).  

3.3.1 Web Application Firewall (WAF) 

The WAF protects you against the most critical Web Application Security risks, 

such as SQL injection, cross-site scripting, illegal resource access, remote file 

inclusion and other OWASP top 103 threats. Security experts behind the Service 

ensure optimum protection against newly discovered vulnerabilities to prevent 

disruption to your applications and improve website performance.  

This service feature implements an enterprise-grade and PCI DSS-certified WAF. 

Once this feature is selected, the following service features are included. 

3.3.2 WAF Policies 

WAF rules are deployed to protect web applications against advanced threats.  

Customized security rules can also be implemented to allow tighter enforcemen t of 

organizational security policy.  These customizations can be based on many 

parameters including, browser details, IP addresses, header information, web page 

details, cookies and more. The customization and changes in WAF policies can be 

implemented via MACD service units.  

 

3 https:// https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project  

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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The actions that can be taken on these requests include alerting, blocking (user, IP 

address, request) or ignoring a request, session or specific IP address indefinitely 

or for a specific period of time.  The Service can also identify  human interactions by 

providing a CAPTCHA 4 mechanism.  

Threats 

The Service identifies and categorizes threats on your websites into the following: 

● Backdoor Protection 

● Remote File Inclusion 

● SQL Injection 

● Cross Site Scripting 

● Illegal Resource Access 

● DDoS (Limited protection based on request threshold rates. For unlimited DDoS 

protection refer to 3.5.1 Website DDoS Protection (Unlimited)). 

Based on the policy configured, each threat type may be handled differently, e.g. 

‘Alert’ only or ‘Block IP Address’. These settings can be applied on a per site basis. 

Exceptions / whitelists can also be applied where required.  

3.3.3 Custom Rules 

Rules in the Service allow you to implement custom policies aligned to business 

requirements. Rules are applied at the web application site level .  The following 

can be created and performed for security specific or application delivery use 

cases via MACD service units: 

● Prevent bots from accessing a site’s registration form 

● Restrict access to a specific part of an application based on IP address  

● Limit the rate of requests to a website  

● Manipulate traffic routes and redirects  

● Control a request's URL structure, headers and cookies 

Rule actions for security include block, alert, require additional authentication 

(CAPTCHA, JavaScript and cookie). 

Rule actions for application delivery include redirect URL, rewrite (URL, header, 

cookie) or forward traffic.  

Rules created will appear in event logs when triggered and rev ision control allows 

rollback to previous versions. 

3.3.4 Security Policies 

Bot Mitigation 

 

4 https://en.wikipedia.org/wiki/CAPTCHA  

https://en.wikipedia.org/wiki/CAPTCHA
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Bot Mitigation blocks known bad or suspicious bot activity such as comment spam, 

scraping and vulnerability scanning, while making sure that legitimate bots such as 

Google and Facebook can freely access your website. In addition to the improved 

security, blocking malicious bots also improves website performance as they 

account for up to 50% of all website traffic.  

Bot Mitigation provides several options for handling bad and suspected bots. You 

can choose to receive an alert, block the bot, or challenge it with a CAPTCHA test 

to ensure that the visitor is human. Bad bots can be blocked based on the 

classification and specific sources (countries, URLs, IP address). 

White and Black Lists 

The Service supports both Black and White Lists. Black Lists are categorized by:  

● Geolocation (countries) 

● URLs 

● IP addresses / subnets / ranges 

● Exceptions to the Black Lists can also be added. 

White Lists are based on either single or multiple IP Address, IP ranges or subnets.  

3.3.5 SSL Support 

SSL Support allows the Service to become the intermediary for all HTTP over SSL 

traffic targeted to your web applications. By allowing the Service to be an 

intermediary, HTTP over SSL traffic can be decrypted, analyzed, and filtered out for 

malicious visitors and requests against your web applications. 

The Service is compliant with PCI-DSS and uses industry security techniques for 

secure key handling. 

Custom Certificates 

The Service certificate is used by default for both S erver Name Indication (SNI) 

and non-SNI supporting clients. You may choose to use your existing domain 

certificate by uploading the certificate and private keys to Imperva’s WAF as a 

Service Console.  

Custom Certificates allows your website to use your own SSL certificate while 

having SSL traffic inspected. 

Note: The Service does not manage the custom certificate. You are responsible for 

your own certificate lifecycle management.  

3.3.6 Login Protect (Two Factor Authentication) 

Login Protect’ provides a two-factor authentication overlay solution for any website 

or application that requires a strong authentication mechanism. Login Protect does 

not require plugin install, code changes or integration with a third-party 

authentication product. Login Protect provides seamless integration using a one-

time passcode sent to the authenticating user and can be introduced as an 
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additional authentication prompt to enforce strong authentication and appropriate 

access.  

For example, access to sensitive pages, site administration, partner access, access 

to unpublished content, etc.  

Login Protect supports the following authentication methods:  

● Email 

● Text message (SMS) 

● Google Authenticator mobile application 

You are provided with five (5) Login Protect accounts.  Additional Login Protect 

accounts can be provided at an additional charge and configured using MACD 

service units. 

3.3.7 Content Delivery Network (CDN) 

CDN consists of a network of data centers located across the globe that delivers 

full site acceleration.  The service features in CDN are included as part of Web 

Application Security service features. On average, users will experience 50% 

acceleration in web site browsing experience.  The origin web servers will also 

benefit from a reduction in web bandwidth consumption between 40% and 70%. 

This is achieved through a combination of application-aware traffic analysis, 

dynamic profiling and intelligent caching technologies.  The Service’s CDN 

maximizes cacheable content while ensuring that the most frequently accessed 

resources are served from memory.  

Note: This service feature is included with the Service at no charge when 

purchasing Web Application Security.  

Caching and Policies 

CDN caching policies are fully customizable to provide you with granular control 

over your users’ web experience. The following pre-defined caching modes are 

available: 

● Disable caching. No caching is performed; all content is forwarded from the 

origin web server 

● Static only. Only content that has been marked as static (using standard HTTP 

headers) will be cached 

● Static and dynamic.  The Service applies a learning algorithm, which 

dynamically profiles the site and identifies what content should be cached  

● Aggressive. All site content is cached. A time period (in minutes, hours, days or 

weeks) can be set to determine how often the cache is refreshed  

Content Optimization 

Content Optimization uses many content and networking optimization techniques to 

accelerate the web site browsing experience and minimize bandwidth utilization. 

These techniques include content ‘minification’, ‘on-the-fly’ file compression, image 
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compression, session reuse optimization and TCP optimization and connection pre -

pooling. 

Content Optimization is included with the Service at no charge when purchasing 

Web Application Security.  

3.3.8 Advanced Analytics (Enhanced) 

NTT’s Advanced Analytics utilizes proprietary machine learning/behavioural 

modelling to detect cyber threats in your environment. Advanced Analytics 

leverages a combination of traditional threat detection techniques (e.g. correlation, 

pattern matching, reputation feeds) with advanced detection techniques (e.g. 

machine learning, statistical modelling, kill chain modelling) and Threat Intelligence 

to enable detection of sophisticated threats using NTT’s Threat Detection Engine.  

To ensure Service quality, we will continuously make detection tuning decisions 

based on the validity and relevance of Service generated events and security 

incidents. 

3.3.9 Threat Intelligence (Enhanced) 

The Threat Detection Engine and Security Analysts utilize the extensive Threat 

Intelligence curated and produced by our Threat Intelligence researchers.  

Additionally, Advanced Analytics includes continuous threat intelligence updates 

driven by investigations of actual security incidents. 

Threat Intelligence is continuously curated and propagated into the Threat 

Detection Engine and Security Analyst tool sets from multiple technical and 

operational sources in an integrated manner that enables efficient and accurate 

detection of cyber threats.  

Product threat data is gathered from the global network of analysis engines 

monitoring client businesses and NTT Group Networks. As these continuously 

identify known and unknown threats in specific locations, the threat data is 

gathered and used to improve the detection logic globally through improving 

machine learning capabilities, creation of rules, and high confidence Black Lists. 

As Security Analysts identify and escalate verified threats as security incidents 

within the Service, delivery data is automatically gathered and used for the same 

purposes. 

In addition, dedicated Threat Intelligence Analysts teams in the Global Threat 

Intelligence Center monitor the global threat landscape for new threats, trends and 

advisories. Upon identifying such scenarios, the team engages in threat research 

activities to identify additions and modifications to the threat detection capabilities, 

including: 

● Black List additions 

● Pattern signature modification, or creation  
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● Correlation signature modification, or creation  

● Collaboration with Data Scientists improve machine learn ing capabilities 

● Contextual information of emerging threats to support Security Analyst 

investigation 

 

Figure 2 – Continuous Threat Intelligence Updates 

3.3.10 Detailed Security Incident Investigation by Security Analyst (Enhanced) 

Security events qualified by the analysis engine (or that of reliable signatures 

triggered by monitored technologies), are presented to the Security Analyst team 

within the propitiatory Threat Hunting and Threat Validation f ramework called 

Analyst Workbench. Within this framework the Security Analysts are provided with 

all the information of the event, the holistic insights across client monitored 

sources, and strong threat hunting and validation capabilities . 

 

Figure 3 – Security incident investigation life-cycle 
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● Threat Hunting – Analyst Workbench, Big Data 

● Incident Validation – Analyst Workbench, Threat Intelligence, Malware Lab, All 

Historic Incidents 

3.3.10.1 Event-driven Threat Hunting 

Security Analysts perform event-driven threat hunting activities as part of security 

incident validation in the Enhanced service variant. Leveraging the proprietary 

Analyst Workbench toolset, Security Analysts gain full insights of your monitored 

sources, as well as contextual information and evidence data in one single pane of 

glass. 

Threat Hunting enables not only the ability to follow a threat throughout its life 

cycle, but also to hunt for additional activities and lateral movement possibly not 

detected by any of the monitoring capabilities in place.  This is critical in 

understanding the extent of identified threats and the potential impact.  

When examining an event that has been triggered in your environment, the Security 

Analyst has two objectives: Investigate and confirm the validity of the event, and 

perform additional pivoting of the event to additional monitored sources in order to 

determine the extent of the potential threa t in your environment, answering these 

questions:  

● Is the event that triggered just one indication of a potentially larger incident?  

● Is there evidence that additional systems may be impacted?  

● Can the root cause of the activity be identified?  

Providing Security Analysts with a single view over the entire monitored Client 

estate and the ability to perform threat hunting activities across these in a 

responsive manner, offers insight into the entire security incident life cycle.  

A view enabled by supporting tools, contextual data and insights into client’s 

sources result in the Security Analyst’s ability to offer accurate, relevant and 

actionable Security Incident Reports. 

3.3.10.2 Security Incident Reports Based on Detailed Investigation and Threat Hunting 

As security incidents are identified, the Security Analyst provides clients with a 

Security Incident Report that includes a detailed description of the threat, identified 

activity, and impact, and are combined with an incident response recommendation.  

Response steps to take: 

Typical content 

● Estimated Threat Severity  

● Activity Summary 

● Incident Description 

● Incident Response Recommendations 
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The contents of which will significantly increase the Client’s ability to take swift and 

informed steps to resolve identified security incidents.  

Given that the impacts associated with security incidents are closely tied to the 

period of time an attacker has until detection and containment receiving an 

actionable Security Incident Report significantly lower client risks.  

Ongoing security incidents will be kept open until confirmation and validation of 

containment occurs and updates may be provided as new information is identified 

in relation to open security incidents.  

Validated security incidents are categorized classified with appropriate threat 

severity based on the SOC team’s analysis and assessment.  
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Figure 4 - Example Security Incident Report 

3.3.10.3 Threat Severity 

Each security incident will be assigned one of the following threat severity levels.  

Threat Severity Definition 

Low Observed security related event that could be an indicator of threat or 

interesting from other perspectives but no direct security incident or 

threat.  

Medium Minor security incidents with low risk of spreading or propagation. Should 

be tracked and followed-up but generally medium threat severity 

incidents require no immediate action. 

High Security incidents where if exploited, these threats could lead to 

compromise of the system and/or loss of information. Should be 

investigated in a timely fashion. 

Critical Security incidents with severe impact that threatens to have a significant 

adverse impact on the affected systems. These issues have a high 

probability of spreading or propagating, pose a threat to confidential or 

otherwise sensitive data or assets. Critical security incidents require 

immediate attention for remediation or mitigation. 

Table 2 – Threat Severity Levels 

The threat severity levels are to be considered guidance only.  The Security Analyst 

always has the final say in assigning the threat severity while considering the 

situation and past experiences.  

In addition to the above security incident threat severity levels, Security Analysts 

use the following mapping with the MITRE ATT&CK Matrix to identify the severity of 

security incidents as an additional reference and guidance.  
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Note: The MITRE ATT&CK Matrix mapping is not referenced in the Security 

Incident Report or integrated in Security Analyst Workbench.  

 

Figure 5 – Threat severity classification using MITRE ATT&CK matrix 

3.3.11 Compliance Monitoring (Enhanced) 

For compliance monitoring with custom rules, the S ervice uses a customized rules 

and compliance profile to identify compliance deviations and can report on the 

following categories of security incidents: 

● Regulatory Compliance. Events that indicate a deviation from a pre-defined 

baseline of a regulatory body’s definition of compliance controls 

● Security Best Practices. Events that indicate a deviation from a pre-defined 

baseline of NTT’s definition of security best practices  

● Business Policy Compliance. Events that indicate a deviation from a pre-

defined baseline of an organization’s custom business policy compliance 

requirements 

To ensure Service quality, we continuously make detection tuning decisions based 

on the validity and relevance of Service-generated events.  

The Enhanced service variant leverages automated detection and reporting of 

compliance-related security incidents. 

The Service comes with a set of standard compliance rules sets. Creation of a 

limited number of custom rules (annually) is included in the Service. Additional 

rules can be created using MACD service units as described below:  

● Use of NTT’s Standard Compliance Rule Sets defined for WAF as a Service.  
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● Up to fifteen (15) Standard5 or Compound6 Rules can be developed and 

implemented annually. This includes any custom rules developed during Service 

Transition. 

● Additional Standard or Compound Rules can be purchased via MACD service 

units at a rate of 6 MACDs per rule.  

● Development of new Analyzers 7 can be purchased via the MACD service units at 

a rate to be determined based upon the level of effort associated with the 

development of the Analyzer.  

3.4. Infrastructure DDoS Protection 

Infrastructure DDoS Protection helps to protect key infrastructure components 

across entire subnet ranges or individual single IP address. All incoming network 

traffic to the protected IP subnets is inspected and filtered in real -time. Malicious 

traffic is blocked, where only legitimate traffic is forwarded to the enterprise 

network via Generic Routing Encapsulation (GRE) tunneling.  

In the event of an attack, the Service acts as the Internet Service Provider (ISP) 

and advertises all protected IP ranges to the Internet. A ll traffic from the internet 

will be re-routed through the Service’s scrubbing centers, using BGP 

announcements. 

Infrastructure DDoS Protection is asymmetric .  Ingress traffic flows through the 

Service network then is forwarded to the Client’s networks via GRE tunnels . Egress 

traffic goes directly to the Internet from the Client’s networks.  

This feature (priced) is available as “Always-on” or “On-demand” and pricing is 

based on the number of tunnels (connections) and the total amount of clean 

bandwidth required.  

Infrastructure protection plans include up to 32 C-class prefixes and 8 connections 

(GRE tunnel, Equinix cloud Exchange, Cross Connect, or Internet Exchange).   

Always-on – traffic is always routed via the Imperva scrubbing center. 

On-demand – traffic is rerouted only when initiated, either automatically (see 3.5.4) 

or via Client notification. 

Note: Infrastructure DDoS can be included (standalone) without any WAF features. 

 

5 A detection method that tests a single attribute within a single log line to generate an event (e.g. if a 

specific message number is identified, then an event should be generated). 

6 A detection type that tests multiple attributes within a single log line to generate an event (e.g. if a 

specific user logs into a specific server, then an event should be generated). 

7 A detection mechanism that requires detailed analysis and development. (e.g. a detection 

mechanism which triggers an event if a user is created and added to a privileged group in the 

configured duration, scoped on username). 
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3.4.1 Prerequisites for Infrastructure DDoS Protection 

Infrastructure DDoS Protection requires Clients to own a full C-class prefix and 

BGP routing capability with a public Autonomous System (AS) number. 

● Own at least one C-class (/24) range 

● Have a route object configured for each IP prefix in at least one of the 

IRRdatabases (e.g.RADb)  

● Have TCP Maximum Segment Size (MSS) adjustment capabilities 

● Be able to set up a GRE tunnel 

● Use BGP on the network edge (preferred)  

Clients who require Infrastructure DDoS and do not own a full public C-class prefix, 

can utilize IP Protection. For information about the service options, refer to 3.5 

Service Options.  

3.5. Service Options 

The DDoS options presented below can be included with both web and 

infrastructure contracts.  

3.5.1 Website DDoS Protection (Unlimited) 

The Website DDoS Protection (Unlimited) service option provides security for large 

and sophisticated DDoS attacks against key websites on network, protocol and 

application levels (layers 3, 4 and 7). This service feature is built to handle volume-

based attacks, such as SYN flood and Domain Name Server (DNS) amplifications. 

This service feature mitigates sophisticated application layer attacks by 

implementing advanced and progressive challenge mechanisms.  

The DDoS protection mechanism can be set to ‘Automatic’ where threats are 

transparently mitigated based on the request rate threshold. The website DDoS 

protection can be set to ‘On’, where all DDoS rules are enabled, or ‘Off’ (disabled). 

White Lists can also be set.  

Pricing is based on the amount of clean bandwidth required for the web sites.  

3.5.2 DNS DDoS Protection 

The DNS DDoS Protection service option safeguards DNS from DDoS attacks and 

is deployed as an Always-On service which automatically identifies and blocks 

attacks seeking to target DNS servers. This service option also accelerates DNS 

responses. This service option forwards legitimate DNS requests to your original 

name servers, ensuring that existing processes for managing name servers remain 

unaltered. 

This option can only be added to Web Application Security. 

You receive protection for up to 10 DNS zones when purchasing the option Website 

DDoS Protection (Unlimited).  
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3.5.3 Single IP DDoS Protection 

If individual IP address are being protected (Edge IP), the Service provides an 

Always-On enabled protected IP address for any backend services. Th is is ideal for 

services hosted in cloud infrastructure, email, FTP or other non-web or non-DNS 

services where you do not possess a public routable C-class network range. 

Edge IP (Protected IP over TCP/IP) 

Edge IP can be used in place of a dedicated network for the use case of DDoS 

protection for TCP services where non-HTTP traffic needs to be passed to the 

origin server with no WAF inspections, e.g. proprietary protocols.  

Edge IP provides Layer 3/5 volumetric DDoS for TCP whereby the origin server is 

resolved to a CNAME and an Anycast IP address is assigned. At least one of the 

identified IPs must respond to ICMP to show status as UP. 

Note: If UDP protection is required instead of (or including) TCP, Edge IP c an be 

configured to provide UDP protection. GRE tunnels on Client routers is a 

prerequisite. 

3.5.4 Infrastructure Monitoring 

The Infrastructure Monitoring service option is available with an on-demand 

deployment mode of Infrastructure DDoS Protection. 

This option provides two main functions:  

● Alerting when under attack – allow you to decide how and when to failover  

● Providing network visibility – dashboard to show traffic statistic and analysis 

With this option the On-demand service can automatically detect DDoS attacks 

and facilitate the immediate activation of the Service. 

This option is not required for Always-On. 

The Service monitors the origin network edge routers and fi rewalls, providing 

packet level visibility for both clients and Operations teams. 

The Monitoring service requires edge routers that support: Netflow (v5,9,10) or 

sFlow. 

Note: If the deployment mode for Infrastructure DDoS Protection is  on-demand and 

the Client needs the Service to notify in the event of DDoS attacks and activate re -

routing traffic, purchasing Infrastructure monitoring is mandatory.  

3.5.5 SIEM / Log Integration 

The SIEM / Log Integration service option is managed by you and securely 

transmits logs from the Service via a number of supported formats (CEL, LEEF, 

W3C) and supported SIEM vendors.  
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Detailed security logs are collected and sent in near real -time to your device to 

permit long term data retention, detailed investigations and to leverage internal use 

cases that may be developed as part of an on-premise SIEM solution.  

Logs that are collected include:  

● Security logs. Provide a detailed alert for each suspicious event detected by 

the Service. All logs include site and account ID references  

● Access logs. Specify every request and response sent between your web 

server and the Service. This is all the traffic that would have been sent between 

end users and your origin server, including traffic served from the Service’s 

cache 

A number of tools are provided to you such as API integration, log encryption and 

predefined SIEM packages for leading OEMs.  

You are responsible for all configuration of SIEM / Log Integration. We will make 

logs available in the supported formats.  

This service feature is a prerequisite for the Enhanced service variant 

3.5.6 Attack Analytics 

Attack Analytics is a tool to help speed up the security investigation of WAF alerts. 

It provides a comprehensive view of attacks and attackers targeting your 

resources. Attack Analytics aggregates and analyzes your account’s security alerts, 

and identifies common characteristics and groups them into meaningful security 

incidents. 

Attack Analytics takes events from both the on-premise WAF and the cloud WAF 

and analyzes them to identify related events. 

An Attack Analytics dashboard is integrated in Imperva’s WAF as a Service 

Console. 

Note: Attack Analytics includes SIEM / Log integration.  

3.5.7 Dedicated Network 

A Dedicated Network provides you with a unique static IP address for a website. 

Once a dedicated network is allocated, it is never shared among other clients. This 

provides additional control over your TLS certificates.  

Using a dedicated network is recommended to support the following use cases: 

● Non-HTTP traffic needs to be passed to the origin server with no WAF inspection 

(e.g., proprietary protocols)  

● HTTP/S traffic needs to bypass WAF inspection and tunnel directly to a specific 

origin server (impacting all domains sharing the IP) 

● Non-SNI clients, such as APIs, need to be served with a custom SAN certificate 

for multiple customer domains 
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● Non-SNI clients need to be served with a custom cipher-list or TLS versions 

● Only your domains are allowed to appear on the Imperva-generated SAN 

certificate list, such that no other brands or competitors will share the same 

certificate 

● Only available with Web Application Security. 

3.5.8 Load Balancing and Failover 

The Load Balancing and Failover service option provides Layer 7 load balancing 

and failover from the cloud to support your application and server availability 

deployed in data centers and cross-data centers. This is particularly useful for 

applications and servers deployed in a hybrid cloud or multi -cloud environment.  

Load balancer allows you to manipulate traffic by using application delivery rules.  

Load Balancing and Failover is only available with Web Application Security.  

Single data center load balancing 

Single data center load balancing supports a wide variety of load balancing and 

traffic distribution methods to maximize performance and distribute the load across 

a number of servers within the same data center. This supports maximizing 

application performance and reducing server load.   

Sophisticated traffic distribution algorithms are available with or without a 

‘persistence override’ option. Real-time server health and performance checks are 

used to rapidly detect outages and eliminate downtime. In the event of web server 

failure, the Service stops routing traffic to the failed server. As soon as the web 

server resumes operation, traffic forwarding will be re-enabled to the server. 

Global Server Load Balancing (GSLB) 

GSLB supports automatic failover, selection between multiple sites to enable high 

availability, ensures consistent performance in multiple geographies, and 

accelerates disaster recovery. Leveraging a global CDN, GSLB is offered through 

performance-based (i.e. user is assigned to data center with the best connection 

time) and geography-based mechanisms (i.e. users are assigned to data centers 

according their geographic location).  

3.5.9 Investigator – Enriched and Aggregated Log Search (Option) 

WAF as a Service clients have the option to include NTT’s Investigator log search 

capabilities. Investigator provides you with access to an interface to perform 

historical log searches from NTT’s Manage Center Portal.  

Investigator is only available with Web Application Security Enhanced. 

The Investigator Tool (‘Investigator) provides cloud-based, real-time access to log 

data. As NTT collect and analyse logs, it also archives a copy of the logs in a 

secure, cloud-based repository. Online access to enriched and aggregated logs 

through the Manage Centre Portal is enabled without the need for additional on-
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premise equipment or an up-front capital investment. This accessibility enables 

data mining of the logs for efficient security and compliance with incident 

investigations.  

Search results can be filtered and mass exported for further off-line analysis. 

 

Figure 6 – Investigator 

Incident investigations require fast, efficient access to required log data.  

Investigator provides a single source to access logs allowing your security team to 

immediately investigate incidents. 

When a deep dive is necessary, Investigator allows users to search for logs. 

Searches use standardized query language, or the wizard-like filtering tool can be 

used to narrow specific data points. Recent searches can easily be re -run and 

frequent searches can be saved by each user.  
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Figure 7 – Investigator Log Searches 

 

Figure 8 – Investigator Search Filtering 

3.5.10 Secure Long-Term Log Storage (SLTLS) (Option) 

You have the option to purchase Secure Long Term Log Storage (SLTLS).  

By default, Imperva’s WAF as a Service Console will only store events for up to 90 

days. 

This option is only available with the Web Application Security Enhanced service 

variant. 

SLTLS utilizes the MSS infrastructure to store and retrieve raw logs collected by 

the platform.  SLTLS will store logs for all devices in scope for your subscribed 

monitoring service. SLTLS is not customizable to specific devices or IP addresses.  

The SLTLS service utilizes proprietary data storage software to securely store raw 

logs in originally obtained unaltered format. The SLTLS so lution provides ‘data 

encryption at rest’ to ensure the privacy of your stored logs. The data encryption at 

rest feature is a FIPS 140-2 Level 2 validated enterprise-class encryption solution 
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that complies with regulations for sensitive data, such as HIPAA and Sarbanes-

Oxley. 

A user interface is provided so that you can perform raw log searches. The user 

interface is located within NTT’s Manage Centre Portal. You may specify a date 

range along with an IP address as required input for log searches.  Results from 

searches are displayed in NTT’s Manage Centre Portal as a list of hourly 

compressed files that can be downloaded.  

Log retention can be purchased in increments of 3 months (e.g. 3, 6, 9, 12, 15, 18, 

etc). Once the retention period has expired, raw logs shall be purged. 

SLTLS provides you with the ability to self-service search for raw logs via NTT’s 

Manage Centre Portal. As this is a self-service offering, you are responsible for 

performing searches and downloading relevant log files.  

3.5.11 Vulnerability Correlation (Option) 

If you also subscribe to NTT’s Vulnerability Management Service for the 

webservers protected by the WAF as a Service Enhanced service variant, this 

option (opt-in and free of charge) use the information available to improve the 

ability to accurately identify cyber threats of relevance. 

Opt-in requests are made during Service Transition or raised by you in NTT’s 

Manage Centre Portal during continuous service delivery.  

Upon opt-in, the NTT Vulnerability Management Service provides the WAF as a 

Service Enhanced service variant with added contextual information of the 

underlying operating system that the web applications are running on, including any 

vulnerabilities they may have. This additional information increases the Security 

Analyst’s overall ability to understand the relevance of a web application threat and 

raise the accuracy of Security Incident Reports. 

Prerequisites include: 

● Client is also subscribed to NTT’s Vulnerability Management Service 

● Client Qualys subscription includes access to the Qualys API and the API key is 

provided to NTT for integration purposes  

● Client Qualys API subscription is appropriately sized and reflects the size of the 

organization and its asset estate. Smaller subscriptions may result in limited 

usages caused by Qualys API restrictions  

This option is only available with Web Application Security Enhanced service 

variant. 
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NTT’s Approach to Service Operations 

4.1. Service Experience 

Our desire is to maximize the value you receive from MSS through effective 

engagement, communication and information sharing. Our focus is to enhance your 

Service experience and provide your organization with insight to enable your 

business decisions. 

4.2. Service Desk 

NTT’s regional Manage Service Centre (MSC) is your primary Service interface, 

available to you 24/7. The NTT MSC coordinates incidents, and service requests, 

as well as system administration functions.  

The service desk logs, tracks, and closes all tickets (incidents and service 

requests) in the NTT Service Management System. Tickets can be logged through 

the following methods: 

• event driven (through monitoring of the environment)  

• directly reported to us by you through the service desk 

• directly reported to us by you via NTT’s Manage Portal 

• directly reported by CEC via our service desk 

4.2.1 NTT’s Manage Portal 

As part of any Managed Security Service, you are provided with access to NTT’s 

Manage Centre Portal. Manage Centre provides online access to:  

• interact with us online by logging incidents, requests and changes  

• track, view and submit comments within incident, request, and change tickets  

• browse and search our knowledge base 

• access the online document repository for contractual documentation, 

procedural documentation, meeting minutes, etc  
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Figure 6 – NTT’s Manage Centre Portal 

4.2.2 Online Dashboards and Charts 

Reporting is provided via NTT’s Manage Centre Portal, through a mixture of 

interactive dashboards, charts and downloadable reports. Through NTT’s Manage 

Centre, you can: 

● view summaries and drill down into the detail for analysis.  

● focus in on specific time periods.  

● export the underlying data for offline analysis or reformatting.  

1.  1NTT’s Manage Centre Portal provides a consolidated view of all your NTT 

managed services.  Some reporting such as availability, capacity and 

performance data do not apply to all Security Services. 
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Figure 7 – NTT’s Manage Centre dashboards and reports 

Interactive reporting is available for:  

● service levels, and 

● task-related data e.g. incidents, requests, changes.  

 



 

Client Service Description 

Web Application Firewall as a Service 

 

Company Confidential – Internal Use Only Page 40 of 47 

© NTT Limited 05 March 2020 | Version 1.2 

 

Service Management 

5.1. Service Level Management 

Depending on the complexity and/or size of your environment, and the mix of 

products and services, we may recommend additional service delivery management 

options. 

5.1.1 NTT Service Delivery Manager (SDM) 

Service delivery management provides governance and control across the various 

service features, processes, and systems necessary to manage the full lifecycle of 

the Service.  

We will assign a Service Delivery Manager (SDM) to be responsible for service 

level management, and to act as an advocate for your organization within NTT. The 

NTT SDM is the primary interface who will manage the service delivery relationship 

between your organization and NTT. The SDM is responsible for scheduling, 

running all service management review meetings, and ensuring all processes and 

documentation are in place to manage your services.  

Deliverables of the NTT SDM include: 

● establish client relationship 

● capture and manage minutes, agenda items, actions, and decisions  

● change management issue management  

● escalation management 

● risk management 

● service level monitoring, reporting and management 

● service review meeting 

5.1.2 MSS Technical Account Manager 

The MSS Technical Account Manager is a security management function that 

provides technical and risk-based oversight and advocacy services for you.  The 

Service is delivered through the NTT MSS Technical Account Manager team who 

assign and designate Technical Account Managers to clients who subscribe to the 

service providing the full depth and breadth of NTT’s cybersecurity capabilities.  

The MSS Technical Account Manager team leverages security best practices and 

an expansive knowledge base to deliver globally consistent security programs 

tailored to your specific needs and regulatory requirements.  They are committed to 

developing long-term relationships with you to gain a deep understanding of your 

business objectives.  This includes understanding your strategic initiatives, risk 

profile by industry or sector and cybersecurity maturity level assessments.  This 

knowledge and level of technical engagement ensures you benefit from an 

optimized service aligned with your organization’s business imperatives.  
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The MSS Technical Account Manager team are an additional component of the NTT 

MSS delivery model who provide cybersecurity insights beyond the Managed 

Security Services.   Coupled with our 24/7 SOC teams, the MSS Technical Account 

Manager team provides operational support and consultative guidance in alignment 

with your business priorities and technology roadmaps.  

The MSS Technical Account Manager team provides increased client intimacy by 

being available on-site (if Geo permits) as needed to provide technical guidance 

and to operate as an extension of your security team. Clients benefit from the MSS 

Technical Account Manager team support of internal and external stakeholder 

management while they face challenges implementing security controls across their 

enterprises.  

The MSS Technical Account Manager team are the client advocates who identify 

and track action items and service requests that have been raised via the service 

desk to reduce the time to respond to your requests.  The MSS Technical Account 

Manager Team also provides a quality control function to ensure delivery 

excellence, maintain high levels of client satisfaction, achieve project success, and 

drive continual service improvement.    

The SOC provides 24/7 support for clients and although the MSS Technical Account 

Manager Team are not a 24/7 resource, the MSS Technical Account Manager Team 

is included in the escalation path for security incidents whereby intimate knowledge 

and proximity to you provides further context to aid in assessment and response 

activities.  Overall, the team share observations and makes recommendations to 

improve your cybersecurity maturity and help you to manage risk. 
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Our Approach to Service Transition 

Our approach to transition aims to ensure that both organizations enter the 

transition with a clear idea and understanding of the goals and objectives of the 

transition. 

6.1. Objectives of Service Transition 

● To ensure the absolute minimal disruption to your business during the 

onboarding of the managed service 

● To determine and manage realistic transition timeframes  

● To establish an operational baseline for the global MSS delivery organization 

that will be responsible for delivering the Service post-transition 

● To align your expectations with service delivery capabilities and constraints  

● To ensure our people understand your business from the onset to deliver a 

reliable, stable and excellent service 

6.2. Transition Methodology 

We use a formal transition methodology, developed in-house from industry-leading 

best practices and years of practical experience.  

NTT’s Service Transition Manager is responsible for managing the transition 

process with you and your organization and coordinating back with our Transition 

Team. The Transition Team is responsible for running the service onboarding and 

activation process to enable service operations. As part of the service activation 

process, the required tools and systems are set  up and activated for the managed 

service to go live. 

The typical duration for Service Transition is 10 elapsed weeks, although timing will 

depend on the size and complexity of the environment.  
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Appendix A Service Level Agreement 

Category Description Priority SLA Service 

Credits 

Service 

Credit Limit 

Service 

Calendar 

Request 

Response 

NTT will assign a Service 

Request with priority ____ 

within ____ minutes of 

receiving the ticket at NTT`s 

Service Desk. 

P1&P2 60 Mins 5% of 

Monthly 

Service Fee 

N/A  N/A 

P3&P4 4 Hours 

Request 

Complete 

NTT will resolve a Service 

Request with priority ____ 

within ____ minutes of 

receiving the ticket at NTT`s 

Service Desk 

P1 2 

Business 

days 

95%   Service 

Units of the 

Request 

95%   

Service 

Units of the 

Request 

N/A 

P2&P3 5 

Business 

days 

P4 10 

Business 

days 

Incident 

Management – 

Response  

NTT will assign a Incident 

ticket with priority ____ within 

____ minutes of receiving the 

ticket at NTT`s Service Desk. 

P1&P2 30 Min N/A N/A 24/7 

P3&P4 60 Min 

P2 8 hrs 

P3&P4 24 hrs 

P2 16 Hours 

P3&P4 48 Hours 

Emergency 

Change 

Response 

 

NTT will assign an Emergency 

Change ticket within ____ 

minutes of receiving the ticket 

at NTT’s Service Desk 

N/A 30 Min N/A N/A N/A 

 

 

Change 

Response 

NTT will assign an Change 

ticket within ____ minutes of 

receiving the ticket at NTT’s 

Service Desk 

N/A 60 Min N/A N/A N/A 

Change 

Implementation 

– Complete 

NTT will complete changes 

before the end of the change 

window as mutually agreed 

upon between client and NTT. 

N/A 95% N/A N/A 
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Category Description Priority SLA Service 

Credits 

Service 

Credit Limit 

Service 

Calendar 

Resolve 

Notification 

(Service Level 

Objective) – 

Notify 

NTT will provide a resolve 

notification for every Incident 

ticket within ____ minutes of 

restoring the service. 

N/A 30 Min N/A N/A 

 

Table 3 – Service Level Agreements 
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Appendix B  
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Appendix C WAFaaS Policy Management MACD 

Task MACD Comment Justification (Notes) 

WAF as a Service 

Onboarding 10 
WAF Protection Single Website 

onboarding 

2 hours for 

preparation/communication and 0.5 

hour for implementation 

Onboarding 16 

WAF Protection multiple 

Websites onboarding (Up to 3 

Websites) 

2.5 hours for 

preparation/communication, 0.5 hour 

for implementation for each site 

Onboarding 8 Log Integration for Website 

1 hour for 

preparation/communication, 0.5 hour 

for implementation, 0.5 hour for 

testing 

Onboarding 15 
Log Integration for Multiple 

Websites (up to 3 sites) 

1 hour for 

preparation/communication, 0.5 hour 

for implementation for each site, 1 

hour for testing 

Reporting 3 
Ad hoc Report Generation from 

Portal 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation 

Website Setting 7 
Renew/Upload custom SSL 

certificate for single Website 

1 hour for 

preparation/communication, 0.5 hour 

for implementation 

Website Setting 9 

Renew/Upload custom SSL 

certificate for multiple Websites 

(up to 3 sites) 

1.5 hour for 

preparation/communication, 0.25 

hour for implementation for each site 

Website Setting 3 Change Website setting 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation 

Website Setting 5 
Change multiple Websites setting 

(Up to 3 sites) 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation for each site 

Account Setting 3 
Change Client account setting on 

Incapsula 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation 

Account Setting 3 
Create, Remove or Update 

account user 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation 

Account Setting 11 
Create Error page/Login Protect 

page 

2 hours for 

preparation/communication, 0.25 

hour for implementation, 0.5 hour for 

testing 
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Task MACD Comment Justification (Notes) 

Account Setting 2 Change Log Level 

0.25 hour 

preparation/communication, 0.25 

hour implementation 

WAF tuning 3 

Change Security Setting, 

including Add or update 

IP/URL/Bot/country to White 

List/Black List 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation for each site 

WAF tuning 5 

Change Security Setting for 

multiple Websites, including Add 

or update IP/URL/Bot/country to 

White List/Black List (up to 3 

sites) 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation for each site 

WAF tuning 2 

Manage WAF setting, including 

create or update White List/Black 

List 

0.25 hour for 

preparation/communication, 0.25 

hour for implementation 

WAF tuning 9 Create or update Rule 

1 hour for 

preparation/communication, 0.25 

hour for implementation, 1 hour for 

testing 

WAF tuning 11 
Create or update Rule for 

multiple Websites (up to 3 sites) 

1 hour for 

preparation/communication, 0.25 

hour for implementation for each site, 

1 hour for testing 

API 3 

API management, including 

generate API Key and permission 

management 

0.5 hour for 

preparation/communication, 0.25 

hour for implementation 
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